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Abstract: We report the first entanglement-based quantum key distribution
(QKD) experiment over a 100-km optical fiber. We used superconducting
single photon detectors based on NbN nanowires that provide high-speed
single photon detection for the 1.5-um telecom band, an efficient entangled
photon pair source that consists of afiber coupled periodically poled lithium
niobate waveguide and ultra low loss filters, and planar lightwave circuit
Mach-Zehnder interferometers (MZIs) with ultra stable operation. These
characteristics enabled us to perform an entanglement-based QKD
experiment over a 100-km optical fiber. In the experiment, which lasted
approximately 8 hours, we successfully generated a 16 kbit sifted key with a
guantum bit error rate of 6.9 % at arate of 0.59 bits per second, from which
we were ableto digtill a 3.9 kbit secure key.
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1. Introduction

Quantum key distribution (QKD) is being studied as a way of providing unconditionally
secure communications [1]. Although many QKD experiments have been successfully
demonstrated, extending the transmission distance remains a challenging problem. Optical
fiber is the most interesting long-distance transmission medium, and so many QKD
experiments with 1.5-um photons have been performed over optical fiber. In particular, QKD
using weak coherent laser light has been intensively investigated, and 200-km secure key
distribution has been successfully demonstrated [2]. However, further extension by simply
improving the experimental equipment is thought to be difficult. A QKD scheme using
entangled photon pairs is a promising candidate for achieving a longer transmission distance.
In this scheme, we can place an entangled photon pair source between two parties so that this
scheme has the potential to extend the total key distribution distance. Furthermore, key bit
information is retrieved from a correlation embedded solely in a photon pair so that no
information is leaked to an eavesdropper as a result of signal source imperfections, thus
enabling us to realize long-distance secure key distribution.
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The firgt entanglement based QKD protocol (E91) in which Bell’s inequality was used to
detect eavesdropping, was proposed by Ekert in 1991 [3]. The following year, Bennett,
Brassard and Mermin proposed another entanglement-based QKD protocol, which is now
referred to as the BBM 92 protocol [4]. The BBM92 protocol is an entanglement variant of the
BB84 protocol. After these proposals, several pioneering experimental demonstrations were
performed [5-10]. Although the entanglement based QKD has the potential to surpass the
current QKD records, the maximum fiber transmission distance is limited to a few tens of
kilometers for the following reasons[8-10].

Photons in the 1.5-um band are preferred for long distance fiber transmission because
conventional silica fiber has its minimum loss in this band. However, no high-speed single
photon detector or efficient entangled photon pair source were available for this band at that
time. In long distance entanglement based QKD experiments, detection events where both
photons in a pair are detected simultaneously at each site (coincidence events) are very rare
due to the losses in the long fiber. This means it takes a very long time to generate sufficient
key bitsto evaluate the system. A high-speed single photon detector and an efficient entangled
photon pair source are indispensable if we are to improve this situation. Furthermore,
coincidence events are rare in long-distance QKD experiments thus making a stable
experimental setup indispensable.

As regards a single photon detector in the 1.5-pm band, an InGaAs/InP avalanched photo
diode based single photon detector has been widely used. However, its operating speed is
slow and it is limited to less than ~10 MHz in terms of suppressing erroneous counts [1,11].
Recently, several high-speed single photon detectors operating in this band have been
proposed and developed. These include a frequency up-conversion single photon detector
[12,13], a sinusoidal gating INnGaAs/InP single photon detector [14] and a superconducting
single photon detector (SSPD) [15]. The high-speed operation minimizes the probability of
missing the chance to detect photons so we can increase the probability of coincidence event
detection. In particular, an SSPD provides low noise (low dark count rate) and small timing
jitter (60 ps, full width at half maximum) in addition to high-speed operation.

As regards an entangled photon pair source in the 1.5-um band, severa types have been
proposed and developed in recent years. There are two magjor approaches. One is to use a
spontaneous parametric down conversion process in a periodically poled lithium niobate
(PPLN) waveguide [16,17]. The other is to use a spontaneous four-wave mixing process in
dispersion shifted fiber or silicon wire waveguides [18-20].

In this paper, we report an entanglement-based BBM92 quantum key distribution (QKD)
experiment over a 100-km optical fiber. Three key components ensured the success of the
long-distance entanglement-based QKD experiment. SSPDs based on NbN nanowires
provided high-speed operation. An entangled photon pair source, which consisted of a fiber
coupled periodically poled lithium niobate (PPLN) waveguide and ultra low loss filters
provided efficient distribution of entangled photon pairs. A planar lightwave circuit Mach-
Zehnder interferometer (PLC-MZI) provided very stable operation [21]. In particular, the use
of the PLC-MZI made our experimental setup very stable. We performed a quantum key
distribution experiment continuously for ~ 8 hours and successfully generated a 16 kbit sifted
key with a quantum bit error rate of 6.9 %, from which we can distill a 3.9 kbit secure key
after error correction and privacy amplification.

2. BBM 92 QK D with time-bin entangled photon pairs

First, we briefly explain the BBM92 QKD protocol with time-bin entangled photon pairs[7].
Time-bin entanglement has an attractive feature in terms of fiber transmission, since it utilizes
the differential phase of two sequential pulses and thus is robust against polarization
fluctuations in the fiber.
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Fig. 1. Schematic diagram of BBM92QK D with time-bin entangled photon pairs.

Figure 1 shows a schematic diagram of BBM92 QKD with time-bin entangled photon
pairs. Time-bin entanglement involves the superposition of two photon-pair states in two
different time instances. A time-bin entangled photon pair is usually generated by pumping a
non-linear optical medium with coherent double pulses. Two photons are simultaneously
generated by a spontaneous parametric process, such as a parametric down conversion process
or a four wave mixing process [22-24]. When we set the pump power a a relatively small
value where the probability of both pulses generating photon pairs is very low, we can
generate atime-bin entangled photon pair. Its quantum state is described by

)= 0018, +12,2)). g

where, |k> represents a state in which there is a photon in the k th time slot in mode x, signal
(s) or idler (i). The signal and idler photons are separated by an optica filter, and then
transmitted to Alice and Bob, respectively. At each site, each photon is passed through a 1-bit
delay MZI, which splits the photon into three time slots, t1, t2 and t3. In the 2™ time slot, a
state in which the photon passed through the long path of the MZI and another state in which
the photon passed through the short path of the MZI interfere with each other. The final state
is described by

), =%[2i|t1>a|t1>b...+(ei(‘96+6'b) +1)(D1Lt2) |DLt2) —|D2,t2) |D2,t2)) .

—i(e™® -1)(|D2,t2) |DLt2) +|D2,t2) |DLt2),)...— 2 @H)|t3) |t3) ]

where |tn>, represents a state in which a photon is detected at time slot th on side x, | Dn, th>

represents a state in which a photon is detected at time slot tn and detector d on side x, and 6

represents the phase difference of the MZI on side x, Alice (a) or Bob (b). In Eq. (2), the states
in which Alice and Bob detect photons at different time slots are omitted. A pair consisting of
the 1% and 3" time slots is called time-basis and the 2™ time slot is called energy-basis. To

obtain a perfect correlation, we set the sum of the phase differences, 8 .+0 , , of these MZIs

at 0. When we post-select a case where both Alice and Bob detect photons in the t2 time dlot
(energy-basis), the final state is described by Eq. (3).
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Here, |d> represents a state in which a photon is detected at detector d on side x, Alice (a) or
Bob (b). In this case, a correlation appears between detectors. On the other hand, when we
post-select the case where both Alice and Bob detect a photon in time slot t1 or t3 (time-
basis), the final state is described by Eq. (4).

) e = 5 0,10, 113,13 @

Here, |t> represents a state in which a photon is detected at time slot t on side x, Alice (a) or
Bob (b). In this case, a correlation appears between the detection times. Selection on the
above basis is made spontaneously with no active selection procedure.

When Alice and Bob detect photons, they record the detection time and which detector
clicked. After the detection, they disclose their measurement basis through the classical
channel. If they detect photons in the same basis, they can generate a key bit from the above
correlations. Otherwise, they simply discard the event. By repeating this sequence, Alice and
Bob can generate a sifted key bit string.

3. Experimental setup

Figure 2 shows the setup we used for our QKD experiments [25]. A continuous lightwave
emitted from an external-cavity semiconductor laser at a wavelength of 1551 nm was
converted into a pulse stream by a LiNbOs intensity modulator. The pulse width and repetition
frequency were 100 ps and 1 GHz, respectively. A series of double pulses was generated by
extinguishing one of three sequential pulses with another intensity modulator. The coherence
time of the laser output was ~10 us, which isfar longer than the temporal interval between the
double pulses. The pulses were amplified with an erbium-doped fiber amplifier (EDFA) and
filtered through a fiber Bragg grating filter that suppresses the amplified spontaneous
emission noise from the EDFA. After passing through a polarization controller, the pulses
were launched into PPLN (1), where a series of 775.5-nm double pulses was generated by the
second harmonic generation process. The output light from PPLN (1) was input into filters
that transmitted the 775.5-nm pulses while eliminating the remaining 1551-nm light. The
series of 775.5-nm double pulses was polarization-controlled and then input into PPLN (2). A
series of time-bin entangled photon pairs was generated in PPLN (2) by the parametric down
conversion process [26]. The pump, signal and idler frequencies are denoted by f, .fs and f;,
respectively. These three frequencies have arelationship of f, =fs + f;,.

The total loss that included the excess loss in PPLN (2) and the fiber-coupling loss was
estimated to be 4.45 dB for the signal and 3.95 dB for the idler. The output from PPLN (2)
was input into a filter that transmitted the 1551-nm light while eliminating the remaining
775.5-nm light. The loss of this filter was 0.05 dB for 1.5-um photons. The photons were
input into a dielectric band-pass filter that separated the 1547-nm signal light and the 1555-nm
idler light. The spectral width of this filter was 100 GHz, and its loss was 0.35 dB for 1547
nm and 0.53 dB for 1555 nm. After this separation, the signal and idler were transmitted over
a 50-km dispersion shifted fiber (DSF) with a loss of 0.21 dB/km, respectively. They were
then launched into 1-bit delayed PLC-MZIswhose path length difference was 20 cm [21]. The
loss of the interferometer was about 2.0 dB. The phase difference between the two paths was
precisely and stably adjusted by controlling the interferometer temperature. Four SSPDs were
installed at the output port of the MZI [27,28]. The quantum efficiency of one of the SSPDs
was 2.0 %, and those of the others were all 0.7%. The dark count rate was around 250 cps for
each detector, which was negligible in our experiment. The slight large dark count rate was
due to the electrical noise in our laboratory. The full width at half maximum of the jitter was
approximately 60 ps, which was small enough to discriminate 1-ns interval pulses. The output
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signals of the photon detectors were input into atime interval analyzer to record the detection
events.
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Fig. 2. Experimental setup.
4. Experimental results

First, we performed experiments without installing a 50-km optical fiber. Before conducting
the BBM92 QKD experiment, we performed two-photon interference experiments. Since
these experiments only concerned interference time slots (energy-basis), we used a 1-GHz
pulse train containing entangled photon pairs instead of a series of time-bin entanglements
(i.e., pairs of two pulses). One of the two photon detectors at each site was used for the
measurement. The coincidence was recorded with the temperature of the PLC MZI fixed for
the signal and changed for the idler. We can tune the phase difference of the interferometer by
changing the temperature. The average number of photon pair per pulses was adjusted to
0.016, which corresponded to an average number of photon pairs of 0.032 per time-bin
entanglement dlot (i.e., sequential double pulses). Figure 3 shows the results. Throughout the
measurement, the count rates of the signal and idler detectors were ~36 and ~11 Kkcps,
respectively. Although the count rates remained unchanged, we observed a deep modulation
in the coincidence rate as the interferometer temperature changed. A visibility of 93.8 % was
obtained in the coincidence fringe without subtracting background noise such as accidental
coincidence and the dark count. To check the above experimental results, we estimated the
visibility of the coincidence fringe theoreticaly. In our experiment, the pump pulse duration
was longer than the coherence time of the down-converted photons so that the probability of n
pairs in a given pulse had a Poisson distribution [29]. Taking this characteristic of the photon
pair source into account, we can express the count probability of each photon detector per
time dlot, denoted by ¢s and ¢ , respectively, as[30].

U
c.="La.+d,
S 2 S S (5)

U
c="Lo+d, 6
Zq : (6)
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where u., ax and dy are the average number of correlated photon pairs per pulse, the
transmittance for channel x, and the dark count rate for channel x, with x=s (signal) or i
(idler).

By using these eguations, we can express the coincidence rate and accidental coincidence,
denoted by R.. and Ry, respectively, asfollows.

1
R = 4 40, )
H H
= Lo, +d, | Zo +d 8
Racc ( 2 S SJ[ 2 | IJ ( )
The visibility of the two photon interference fringe, V, is then given by
V=(R00+Racc)_Raoc= Rc (9)

(Re+Re)+Ree  Rot2Re

Substituting the estimated average number of photon pairs per pulse of 0.016 and the loss of
each arm, which includes the quantum efficiency of the detector and the intrinsic loss of the
MZI, we theoretically estimated the visibility to be 96.8%. The slight degradation in the
experimental results must result from imperfect interference in the PLC MZIs.
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Fig. 3. Two-photon interference fringe with no transmission fiber.

We then performed a BBM92 QKD experiment using four SSPDs. We adjusted the
temperature of the PLC-MZI a which perfect correlations were observed. The average
number of photon pairs per time-bin entanglement slot was adjusted to 0.04. We continuously
recorded detection events for ~1.5 hours. We then generated a sifted key from the recorded
events according to the BBM92 QKD protocol. We successfully generated a 125,556-bit
sifted key with a quantum bit error (QBER) of 2.35%. The sifted key generation rate was
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estimated to be 29.4k bps. As for the time-basis, a 63,080-bit sifted key was created with a
QBER of 1.6%. For the energy-basis, a 62,476-hit sifted key was obtained with a QBER of
3.1%. The QBER in the energy-basis is ~1% larger than that in the time-basis because of the
imperfect interference in the PLC-MZIs. We also theoretically estimated the sifted key
generation rate and QBER. The sifted key generation rate, Ry, iS expressed asfollows.

Ry = 1(R.+Re) = 7 et 10

where g is the average number of photon pairs per time-bin entanglement dot, and f is the
repetition frequency of the distribution of the time-bin entanglement slots, and the other
parameters are the same as in Egs. (5) and (6). Half of the accidental coincidences contribute
to the error and so QBER is expressed as follows.

OBER= 2R - __th (11)
Re+4R.  2(1+4,)

Note that the average number of photon pairs per pulse, u. is p / 2 in this evaluation.
Substituting the estimated average number of photon pairs per time-bin entanglement slot of
0.04 and the other experimental conditions, we theoretically estimated the sifted key
generation rate to be 30.0 bps and the QBER to be 1.9 %, which shows that our experimental
results are reasonable. In addition, we estimated the secure key generation rate from the above
experimental results. The secure key distribution rate against any individual attack for the
BBM92 QKD protocol is given by the following expression [ 31]:

Recure = Rs-ﬁ[—logz(%r 2e-2¢")+ f (€)(elog, e+ (1-€)log,(1-€)]  (12)

where e and f(e) represent the bit error rate in a sifted key and the performance of the error
correction agorithm, respectively. With the above equation, an 86,248-bit secure key will be
distilled from our sifted keys with akey generation rate of 20.2 bps.

Next, we inserted a 50-km DSF spool between the entanglement source and the
interferometer for both the signal and idler. The total loss of the 50-km DSF spooal, including
connector and splicing losses, was ~10.5 dB. Therefore, the total loss between PPLN (2) and
the photon detector was ~17.4 dB for the signal and ~17.0 dB for the idler. In the same way as
with no fiber transmission, we performed a two-photon interference experiment first. Figure 4
shows the results. The average number of photon pairs per pulse was 0.07, which corresponds
to an average number of photon pairs of 0.14 per time-bin entanglement slot. Throughout the
measurement, the count rates at the signal and idler detectors were ~12.0 and ~3.1 kcps,
respectively. Although the count rates remained unchanged, we observed a deep modulation
in the coincidence rate as the interferometer temperature changed. A visibility of 85.0 % was
obtained in the coincidence fringe without subtracting background noise such as accidental
coincidence and the dark count.

The theoretically estimated visibility was 87.7%. The slight degradation in the experiment
must result from imperfect interference in the PLC MZls and statistical fluctuation in the
experiment at a small coincidencerate.
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Fig. 4. Two-photon interference fringe after transmission over 100-km dispersion shifted fiber.

Finaly, we performed a 100-km BBM92 QKD experiment. After adjusting the
temperature of the PLC-MZlIsto that at which perfect correlations were obtained, we recorded
detection events continuously for ~8 hours. Then, we generated a sifted key from the recorded
events according to the BBM92 QKD protocol. We successfully generated a 16,217-hit sifted
key with a QBER of 6.91%. The sifted key generation rate was estimated to be 0.57 bps. As
regards the time-basis, an 8,083-bit sifted key was created with a QBER of 6.22%. On the
other hand, with the energy-basis an 8,134-hit sifted key was created with a QBER of 7.59%.
The theoretically estimated sifted key generation rate and QBER were 0.83 bps and 6.14%,
respectively. Based on Eq. (12) and the above results, our experiment provided a 3,904-bit
secure key at arate of 0.14 bps. Thus, we successfully demonstrated the probability of secure
key distribution over a 100-km optical fiber with the entanglement based BBM92 QKD
protocol. In this experiment, the transmission distance was limited to ~100 km. The origin of
this limitation was the small coincidence rate, which meant that the long measurement time
limited the transmission distance. If high quantum efficiency single photon detectors with
high-speed operation are available, we can extend the transmission distance by simply
replacing the detectors.

5. Summary

In summary, we reported an entanglement-based quantum key distribution (QKD) experiment
over a 100-km optical fiber. Using superconducting single photon detectors (SSPDs), a PPLN
based entanglement photon pair source, and PLC Mach Zehnder interferometers, we
successfully generated a 16-kbit sifted key with a quantum bit error rate of 6.9 % at arate of
0.59 bits per second, from which we can distill a 3.9-kbit secure key based on the individual
attack security model. This is the first entanglement-based QKD experiment over a 100-km
optical fiber.
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