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The authors report on the full implementation of a superconducting detector technology in a
fiber-based quantum key distribution (QKD) link. Nanowire-based superconducting single-photon
detectors (SSPDs) offer infrared single-photon detection with low dark counts, low jitter, and short
recovery times. These detectors are highly promising candidates for future high key rate QKD links
operating at 1550 nm. The authors use twin SSPDs to perform the BB84 protocol in a 1550 nm
fiber-based QKD link clocked at 3.3 MHz. They exchange secure key over a distance of 42.5 km in
telecom fiber and demonstrate that secure key can be transmitted over a total link loss exceeding
12 dB. © 2006 American Institute of Physics. [DOIL: 10.1063/1.2405870]

Quantum key distribution (QKD) offers the ultimate in
secure communications by encoding information on the
states of individual photons.’ Single-photon detectors are a

key enabling technology for this field; the ideal detector for

QKD would have high speed, low jitter, negligible dark
counts, and high detection efficiency (7) at the wavelength
of interest.? The best commercial single-photon detectors
at 1550 nm, where fiber has lowest transmission loss
[0.19 dB/km (Ref. 3)], are InGaAs avalanche photodiodes
(APDs).* These operate at 200 K and typically offer %
~10% -30%. High dark count rates make bias gating essen-
tial and to avoid afterpulsing, the detector duty cycle must be
reduced, leading to dead times ~10 us. The maximum range
for QKD using InGaAs APDs is 122 km (24.4 dB), at mean
photon number p=0.1 with 5 dB receiver transmission loss
(77130b)

Emerging superconducting detector technologies offer
notable advantages over conventional single-photon detec-
tors. Transition edge sensors (TESs) inside optical structures®
offer very high 7 (up to 89% at 1550 nm) and zero dark
counts, but are slow (recovery time ~4us), with 90 ns
jitter (full width at half maximum), and operate at 100 mX.
Recent QKD demonstrations have achieved record
distances’™ —the maximum link loss at ©=0.1 is 29 dB with
MBob=8 dB Nanowire-based superconducting single photon
detectors”™® (SSPDs) offer an alternative with 4 K opera-
tion. The current generation of SSPDs has lower 7 (10% at
1550 nm—excluding coupling losses). 3 Significant im-
provements in 7 are antlclpated (optical cavity designs yield
intrinsic 7 up to 57%," but these detectors are not yet widely
available). SSPDs have finite dark counts, but are extremely
fast (clock rates ~1 GHz) with low Jmel * In this letter we
report a proof of principle demonstration of QKD using
SSPDs.

Each SSPD used in this work consists of a narrow
(100 nm wide, 4 nm thick) NbN superconducting track em-
bedded in a 50 Q transmission line. The superconducting
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track is current biased below its critical current /.. When a
photon strikes the track a resistive hot spot is momentarily
formed, causing a voltage pulse. The SSPDs used in this
work cover a 10X 10 um? area with a 100 nm width mean-
der line with 200 nm pitch, (total length 500 wm). The ki-
netic mductancc—hmned recovery time of this detector is
~10 ns.'

We have fiber coupled these detectors and integrated
them into a multichannel system based on a cryogen-free
refugelatm allowing continuous detector operation at
2.9 K."" In this study we use two of the four available chan-
nels in our system. Voltage pulses from the detectors are
amplified and converted into logic signals by room tempera-
ture electronics. BEach SSPD channel is biased such that %

ALICE - Transmitter

PM Flber\

Sync
Receiver

Faraday
Mirrors.

Link &=

Circulator

BOR - Recelver

FIG. 1. Schematic of the one-way phase-modulated QKD link. The system
is clocked at 3.3 MHz. The QKD laser emits polarized light at 1550.12 nm;
the synchronization laser emits 1550.90 nm (time delay 75 ns). Alice’s
Mach-Zehnder interferometer is composed of polarization maintaining (PM)
fiber (thick lines). The attenuator is set such that £=0.1 out of Alice. The
link is composed of SMF28 fiber with/without additional digital attenuation.
Other notations: SSPD—superconducting single photon detector; BS—
beam splitter; WDM—wavelength division multiplexer; ¢,, ¢z—respective
phase modulators; AG—adjustable air gap delay.
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FIG. 2. QKD with twin SSPD receiver. Sifted (hollow triangles) and secure
(solid triangles) key rates vs link loss via a digital attenuator. Sifted (hollow
squares) and secure key rates (solid squares) via real fiber spools (25 and
42.5 km fiber length) are also shown. A duty cycle of 0.5 was used to allow
for adequate interferometer training, Each data point represents the uncom-
pensated bit rate averaged over 30 min of stable operation.

(measured from the fiber input) is 0.9% at 1550 nm, with an
ungated dark count rate under 100 Hz. The jitter (limited by
the readout) is 68 ps full width at half maximum.'

The detector system was installed in a receiver node of
the DARPA Quantum Network, a metroscale QKD network
in Boston/Cambridge, MA. 1 Figure 1 shows the link be-
tween two nodes (Alice—transmitter; Bob—receiver). A
one-way phase-modulated configuration is used (clocked at
3.3 MHz) to implement the BB84 protocol."” The Mach-
Zehnder interferometer in Alice is composed of polarization
maintaining (PM) fiber (bold) in order to avoid polarization
rotation differences between paths. A Faraday mirror is used
at Bob to mitigate polarization changes in the link fiber. This
system is very stable, but has high receiver transmission loss
(78oy=—10.4 dB). Alice and Bob perform random basis se-
lection via electro-optic phase modulators (¢, ¢5) driven by
a microwave A/D hardware random number generator. The
encoding pulse (A=1550.12 nm) is generated by an attenu-
ated gain-switched diode laser. The encoding pulse splits into
two time-separated wave packets traversing the long and
short paths of Alice’s interferometer (time difference 18.ns).
The mean photon number w (per encoding pulse pair leaving
Alice) is set to 0.1. A bright optical (synchronization) pulse
at 1550.9 nm, separated in time from the encoding signal,
maintains synchronization. Wavelength division multiplexers

. (WDM:s) exclude the synchronization pulse from Bob’s in-
terferometer. A feedback signal added to the phase modula-
tion at Bob maintains phase stability within the transmitter
and receiver interferometers as fiber path lengths fluctuate.
This feedback signal is derived from training frames sent
from the transmitter, which are not used to distill key. The
fraction of training frames must be increased to maintain

phase stability with increasing link loss and falling raw bit -

rate. After sifting, secret key is distilled by CASCADE error

correction”’ and BBBSS92 privacy ampliﬁ<:ation.22’23
Figure 2 shows the results of a QKD experiment

using two SSPDs at p=0.1. The % per channel is 0.9%.

The dark count probability Py is 4.5X 1077 per clock
Downloaded 15 Dec 2006 to 132,185,
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FIG. 3. Measured quantum bit error rate (QBER) vs link loss for InGaAs
APD (diamonds) and SSPD (triangles) receivers. A 2o error bar is given for
the SSPD at ~10 dB link loss, indicating the large uncertainty in the mea-
surement at low bit rate (ten sifted bits per second). The calculated QBER is
shown for InGaAs APD and SSPD receivers (solid lines). The InGaAs APD
is simulated with a detection efficiency () of 13.2%%, dark count prob-
ability Py, of 3.5X 107 per clock cycle, and a fixed interferometer modu-
lation error of 0.45%. The SSPD is simulated using %=0.9%, Pgu=4.5
X 107, and modulation error=1.5%. The dashed line is a fit for the SSPD
assuming the same Pg,y and modulation error=0.45%—the scenario ex-
pected for higher bit rates.

cycle with a 4 ns gate. The sifted key rate (hollow triangles)
and generated secure key rate-(solid triangles) are shown
versus link loss. A digital attenuator controlled the link loss.
The interferometer training rate, i.e., the duty cycle, is 0.5,
ensuring phase stability at low bit rates. The key rates are
averaged over 30 min of continuous operation (without com-
pensation for the duty cycle). The secure key rate falls to
zero beyond 12.2 dB link loss. This corresponds to ~63 km
distance of ideal fiber® Real fiber spools [25 and
42.5 km—corresponding to total link loss (including inser-
tion) of 6 and 8.8 dB respectively] were also substituted into
the link. This yielded similar sifted key rates (hollow
squares) with slightly increased -quantum bit error rate
(QBER) and reduced secure key rate (solid squares).
Figures 3 and 4 compare the SSPD and InGaAs APD
receivers in the same QKD link. Figure 3 shows QBER ver-
sus link loss and Fig. 4 shows secure key rate versus link
loss. QBER is the ratio of errors (dark counts) to sifted bits
per time interval, plus a contribution from interferometer
phase modulation errors. Each InGaAs APD has a % of
13.2%. The InGaAs APD QBER is dominated by the Pgx
(3.5 % 1073 per clock cycle with a 1 ns gate), with a modu-
lation error contribution of 0.45%. The SSPD receiver in
contrast has low Py (4.5 X 1077 per clock cycle with a 4 ns
gate) leading to a slower rise in QBER with link loss. The fit
(solid line) is for a constant modulation error of 1.5%. In
practice we see scatter in the SSPD QBER data (30 min per
data point) because of drift in the modulation error from
inadequate sampling of the drift in the path lengths in Alice
and Bob and because of the low measurement statistics at
high attenuation. The second fit (dashed line) shows the ex-
pected QBER versus link loss of the SSPD at 0.45% modu-
lation error—representing the lower bound for the QBER
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FIG. 4. Secure key rate vs link loss for SSPDs (triangles—0.5 duty cycle)
and InGaAs APDs (diamonds—0.9 duty cycle) at 3.3 MHz. The solid lines
are generated from the QBER fits in Fig. 3. The projected performance for
SSPDs at 250 MHz with a 0.9 duty cycle is also shown (dotted line}—
derived from the calculated high bit rate QBER dependence in Fig. 3.

expected in practice at given link loss, when high bit rates
allow full feedback control.

In Fig. 4 we see that, despite lower 7, the SSPD receiver
permits key distribution over longer distance due to lower
Py Significantly better  transmission range has been
achieved elsewhere using InGaAs APDs” and TES
detectors.® However, if we were to use the current SSPDs in
the link described in (Ref. 8) with 7p,,=5 dB and implement
a 1 ns gate (Pg=1.1X10"7) we would obtain a range of
23.6 dB, close to the recorded result of Ref. 5. Improvement
in 77 would lead to significant improvements in range (up to
40 dB if the result of Ref. 14 is practical). Moreover, due to
the short SSPD recovery time (10 ns) it is worthwhile con-
sidering boosting the system clock rate.” The third calcu-
lated curve on Fig. 4 is the projected performance of the
SSPDs at a clock rate of 250 MHz (derived from the fitted
QBER in Fig. 3 assuming 0.45% modulation error and a 0.9
duty cycle—using the model of Ref. 21). The construction of
a phase-encoding QKD system at 250 MHz (4 ns period) is
challenging but technologically feasible; using a 1 ns width
pulse, the time delay between short and long paths can be
tuned to 6 ns preventing the redundant side pulses from in-
terfering with the encoding pulse. Indeed, a phase-encoding
QKD scheme at 1550 nm clocked at 1 GHz has been re-
cently been demonstrated using upconversion detectors.” In
our 250 MHz projection the secure bit rate increases dra-
matically but the only improvement in range is due to the
reduced modulation error (secure key rate vanishes at
13.88 dB)—unless the gating time can be reduced. In the
gigahertz-clocked regime, the SSPD jitter (68 ps) will limit
the maximum clock rate; as the SSPD count rate approaches
100 IYLI‘HZ a limit will be reached due to the ~10 ns recovery
time.”

To conclude, we have integrated a cryogen-free SSPD
detector system as a receiver into a fiber-based QKD link.

Appl. Phys. Lett. 89, 241129 (2006)

We have demonstrated that secure key can be exchanged
over a link loss of 12.2 dB via the BB84 protocol with twin
SSPDs. There is scope for considerable improvement on this
result, both in terms of transmission range and secret bit rate.
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