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C 8 A door slently opens, activated by avideo camera and a face recognition

system. Computer access is granted by checking a fingerprint. Accessto

a security vault is dlowed after an iris check. Are these scenes from the

latest Hollywood spy thriller? Perhgps, but soon it could be in your office

or on your desktop. Biometric authentication technologies such as face, finger, hand, iris and speaker

recognition are commercialy available today and are dready coming into wide use. Recent advances in

reliability and performance and cost drops make these technologies attractive solutions for many computer
and network access, protection of digital content and physical access control problems.

What are Biometrics?

Biometrics are automated methods of identifying a person or verifying the identity of a person based on a
physiologica or behaviord characterigtic. Examples of physiologicd characterigtics include hand or finger
images, facid characteristics, and iris recognition. Behaviora characteristics are traits that are learned or
acquired. Dynamic signature verification, speaker verification, and keystroke dynamics are examples of
behaviora characteristics.

Biometric authentication requires comparing a registered or enrolled biometric sample (biometric template
or identifier) againgt a newly captured biometric sample (for example, afingerprint captured during alogin).
During Enrollment, as shown in the picture below, a sample of the biometric trait is captured, processed
by a computer, and stored for later comparison.

Biometric recognition can be used in 1dentification mode, where the biometric system identifies a person
from the entire enrolled population by searching a database for a match based solely on the biometric. For
example, an entire database can be searched to verify a person has not applied for entitlement benefits
under two different names. This is sometimes called “ one-to-many” matching. A syslem can aso beusad in
Verification mode, where the biometric system authenticates a person’s clamed identity from ther

previoudy enrolled pattern. This is adso cdled “one-to-oné” maiching. In most computer access or

network access environments, verification mode would be used. A user enters an account, user name, or
inserts a token such as a smart card, but instead of entering a password, a smple touch with afinger or a
glance a a camerais enough to authenticate the user.
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Usesfor Biometrics

Biometric-based authentication gpplications include workstation and network access, single sgn-on,
gpplication logon, data protection, remote access to resources, transaction
security, and Web security. The promises of e-commerce and e-government can
be achieved through the utilization of strong persond authentication procedures.
Secure dectronic banking, investing and other financid transactions, retail saes,
law enforcement, and health and socid services are dready benefiting from these
technologies. Biometric technologies are expected to play akey rolein persona
authentication for large-scale enterprise network authentication environments,
Point-of-Sdle and for the protection of dl types of digita content such asin Digitd Rights Management and
Hedlth Care applications. Utilized aone or integrated with other technologies such as smart cards,
encryption keys and digital Sgnatures, biometrics are anticipated to pervade nearly al aspects of the
economy and our dally lives. For example, biometricsis used in various schools such asin lunch programs
in Pennsylvania[1], and aschoal library in Minnesota [2]. Examples of other current gpplications include
verification of annud pass holders in an amusement park, speaker verification for televison home shopping,
Internet banking, and users authentication in avariety of socia services.

Types of Biometrics

Fingerprints: The paiterns of friction ridges and valeys on an individud's fingertips are unique to that
individud. For decades, law enforcement has been classfying and determining identity by matching key
points of ridge endings and bifurcations. Fingerprints are unique for each finger of a person including
identica twins. One of the most commercidly avalable biometric technologies, fingerprint recognition
devices for desktop and laptop access are now widdy available from many different vendors at alow codt.
With these devices, users no longer need to type passwords — instead, only a touch provides ngtant
access. Fingerprint systems can dso be used in identification mode. Severd states check fingerprints for
new applicants to socia services benefits to ensure recipients do not fraudulently obtain benefits under fake
names. New Y ork State has over 900,000 people enrolled in such a system.



Face Recognition: The identification of a person by their facid image can be done in a number of

different ways such as by capturing an image of the face in the visible spectrum using an inexpensve camera
or by using the infrared patterns of facid heet emisson. Facid recognition in visble light typicaly mode

key features from the centrd portion of afacid image. Using awide assortment of cameras, the visble light
systems extract features from the captured image(s) that do not change over time while avoiding superficia

features such as facid expressons or har. Severa gpproaches to modeling facid images in the vishle
spectrum are Principad Component Analyss, Loca Feature Andyss, neurd networks, eagtic graph theory,
and multi-resolution andyss.

Some of the chalenges of facid recognition in the visud spectrum include reducing the impact of varigble
lighting and detecting a mask or photograph. Some facia recognition systems may require a stationary or
posed user in order to capture the image, though many systems use a redl-time process to detect a person's
head and locate the face automaticaly. Magor benefits of facid recognition are that it is nor+intrusve,
hands-free, continuous and accepted by most users.

Speaker Recognition: Spesker recognition has a history dating back some four decades, where the
output of severa andog filters were averaged over time for matching. Speaker recognition usesthe
acoudtic features of speech that have been found to differ between individuals. These acoudtic patterns
reflect both anatomy (e.g., Size and shape of the throat and mouth) and learned behaviora patterns (e.g.,
voice pitch, spesking style). Thisincorporation of learned patterns into the voice templates (the latter called
"voiceprints') has earned speaker recognition its classification as a "behaviora biometric." Speaker
recognition systems employ three styles of spoken input: text-dependent, text- prompted and text-
independent. Most speaker verification gpplications use text- dependent input, which involves selection and
enrollment of one or more voice passwords. Text-prompted input is used whenever there is concern of
imposters. The various technologies used to process and store voiceprints includes hidden Markov models,
pattern matching agorithms, neura networks, matrix representation and decison trees. Some syslems dso
use "anti-gpeaker” techniques, such as cohort modds, and world models.

Ambient noise levels can impede both collection of the initid and subsequent voice samples. Performance
degradation can result from changesin behaviord attributes of the voice and from enrollment using one
telephone and verification on another telephone. V oice changes due to aging aso need to be addressed by
recognition syslems. Many companies market speaker recognition engines, often as part of large voice
processing, control and switching systems. Capture of the biometric is seen as non-invasive. The
technology needs little additiona hardware by using existing microphones and voice-transmisson
technology alowing recognition over long distances via ordinary telephones (wire line or wireless).

Iris Recognition: This recognition method uses the iris of the eye which is the colored areathat surrounds
the pupil. Iris patterns are thought unique. The iris patterns are obtained through a video-based image
acquisition system. Iris scanning devices have been used in persond authentication gpplications for severd
years. Systems based on iris recognition have substantialy decreased in price and this trend is expected to
continue. The technology works well in both verification and identification modes (in systems performing
one-to-many searches in a database). Current systems can be used even in the presence of eyeglasses and
contact lenses. The technology is not intrusive. It does not require physica contact with a scanner. Iris
recognition has been demondrated to work with individuas from different ethnic groups and nationdities.



Hand and Finger Geometry: These methods of persond authentication are well established. Hand
recognition has been available for over twenty years. To achieve persona authentication, a system may
measure either physical characteristics of the fingers or the hands. These include length, width, thickness
and surface area of the hand. One interesting characteridtic is that some systems require asmall biometric
sample (afew bytes). Hand geometry has gained acceptance in arange of gpplications. It can frequently be
found in physica access control in commercia and residentia gpplications, in time and attendance systems
and in genera persona authentication applications.

Signature Verification: Thistechnology uses the dynamic analyss of a Sgnature to authenticate a
person. The technology is based on measuring speed, pressure and angle used by the person when a
signature is produced. One focus for this technology has been e-business gpplications and other
applications where sgnature is an accepted method of persond authentication.

Why Use Biometrics?

Using biometrics for identifying human beings offers some unique advantages. Biometrics can be used to
identify you as you. Tokens, such as smart cards, magnetic stripe cards, photo ID cards, physica keys and
so forth, can be logt, stolen, duplicated, or left at home. Passwords can be forgotten, shared, or observed.
Moreover, today's fast-paced eectronic world means people are asked to remember a multitude of
passwords and persona identification numbers (PINS) for computer accounts, bank ATMs, e-mall
accounts, wireless phones, web sites and so forth. Biometrics hold the promise of fast, easy-to-use,
accurate, reliable, and less expengve authentication for a variety of gpplications.

There isno one “perfect” biometric thet fits al needs. All biometric systems have their own advantages and
dissdvantages. There are, however, some common characteristics needed to make a biometric system
usable. Firgt, the biometric must be based upon a distinguishable trait. For example, for nearly a century,
law enforcement has used fingerprints to identify people. There is a great deal of scientific data supporting
the ideathat “no two fingerprints are dlike.” Technologies such as hand geometry have been used for many
years and technologies such as face or iris recognition have come into widespread use. Some newer
biometric methods may be just as accurate, but may require more research to establish their uniqueness.

Another key aspect is how “user-friendly” a system is. The process should be quick and easy, such as
having a picture taken by a video camera, speeking into a microphone, or touching a fingerprint scanner.
Low cogt is important, but most implementers understand that it is not only the initid cost of the sensor or
the matching software that is involved. Often, the life-cycle support cost of providing system administration
and an enrollment operator can overtake the initid cost of the biometric hardware.

The advantage biometric authentication provides is the ability to require more instances of authentication in
such a quick and easy manner that users are not bothered by the additiond requirements. As biometric
technologies mature and come into wide-scade commercid use, deding with multiple levels of authentication
or multiple instances of authentication will become less of a burden for users. An indication of the biometric



activities

' =biometric
CONSORTIUM

The Biometric Consortium [3] serves as a foca point for research, development, testing, evauation, and
aoplication of biometric-based persond identification/verification systems. The Biometric Consortium now
has over 800 members from government, industry and academia. Over Sixty different federd agencies and
members from 80 other organizations participate in the Biometric Consortium.  Approximeately fifty percent
of the members are from industry. An dectronic discusson ligt is maintained for Biometric Consortium
members. This dectronic discussion list provides an on-line environment for technica discussions among the
members on al things biometric. The Nationd Indtitute of Standards and Technology (NIST) [4] and the
Nationa Security Agency (NSA) [5] co-chair the Biometric Consortium (BC) and co-sponsor most of the
BC activities. Recently NIST and NSA have co-sponsored and spearheaded a number of biometric-related
activities including the development of a Common Biometric Exchange File Format (CBEFF) [6], NIST
Biometric Interoperability, Performance, and Assurance Working Group [7], a BioAPl Users and
Developers Seminar [8], and the NIST BioAPI Interoperability Test Bed.

CBEFF describes a set of data eements necessary to support biometric technologies in a common way
independently of the gpplication and the domain of use (e.g., mobile devices, smart cards, protection of
digitd data, biometric data storage). CBEFF facilitates biometric data interchange between different system
components or between systems, promotes interoperability of biometric-based application programs and
systems, provides forward compatibility for technology improvements, and smplifies the software and
hardware integration process. CBEFF was developed by a Technica Development Team, comprised of
members from industry, NIST and NSA and in coordination with industry consortiums (BioAPI Consortium
[9] and TeleTrusT [10]) and a standards development group (ANSI/ASC X9F4 Working Group [11]).
CBEFF is described in detail in NISTIR 6529, "Common Biometric Exchange File Format (CBEFF)",
January 3, 2001 [12]. The International Biometric Industry Association (IBIA) [13] is the Regidtration
Authority for CBEFF format owner and format type vaues for organizations and vendors that require them.

The NIST Biometric Interoperability, Performance and Assurance Working Group supports advancement
of technicaly efficient and compatible biometric technology solutions on anationd and internationa bass. It
promotes and encourages exchange of information and collaborative efforts between users and private
indugry in dl things biometric. The Working Group condsts of eghty-five organizations representing
biometric vendors, sysem developers, information assurance organizations, commercid end users,
universties, government agencies, nationd labs and industry organizations. The Working Group is currently
addressing development of a smple testing methodology for biometric systems as well as addressing issues
on biometric assurance. In addition, the Working Group is addressing the utilization of biometric data in
smart card applications by developing a smart card format compliant to the Common Biometric Exchange
File Format (CBEFF).



NIST and NSA dso provide advice to other Government agencies such as the General Services
Adminigration (GSA) Office of Smart Cards Initiatives and DoD’s Biometric Management Office. The
Biometric Consortium (BC) holds annual conferences for its members and the genera public. The 2000
conference was held at NIST, in Gaithersburg, MD and was attended by over 600 attendees. The next
annua conference will be held Sept. 12-14, 2001 in Orlando, Florida. This conference (BC2001) will have
two and a haf days of seminars and technology exhibits on biometrics technologies, applications, case
dudies, measurement and dandards. More information on BC2001 is avalable at
http://mww.nist.gov/bc2001.

The BC web ste is http://www.biometrics.org It contains a variety of information on biometric technology,
research results, federal & state gpplications and other topics. With over 180,000 hits per month, it is one of
the most used reference sources on biometrics. There is no cogt to join the Biometric Consortium.
Information on joining can be obtained from the web Site, sending e mall to info@biometrics.org, or caling
toll-free 866-BIOMETRICS (866- 246-6387).

Summary

Recent advances in biometric technology have resulted in increased accuracy at reduced costs, biometric
technol ogies are positioning themselves as the foundation for many highly secure identification and persona
verification solutions. Today's biometric solutions provide a means to achieve fadt, user-friendly
authentication with a high level of accuracy and cost savings. Many areas will benefit from biometric
technologies. Highly secure and trustworthy el ectronic commerce, for example, will be essentid to the
hedlthy growth of the global Internet economy. Many biometric technology providers are dready ddivering
biometric authentication for a variety of web-based and client/server based gpplications to meet these and
other needs. Continued improvements in technology will bring increased performance a alower cos.
Interest in biometricsis growing substantialy. Evidence of the growing acceptance of biometricsisthe
avalability in the marketplace of biometric-based authentication solutions that are becoming more accurate,
less expengve, fagter and easy to use. The Biometric Consortium, NIST and NSA are supporting this
growth. While biometric authentication is not a magica solution that solves al authentication concerns, it
will make it eeser and chegper for you to use a variety of automated information systems — even if you're
not a secret agent.

Certain specific biometric technol ogies that may have been identified to adequately describe the subject matter in no way
imply endorsement by the Biometric Consortium, the National Institute of Standards and Technology, or the National
Security Agency, nor doesit imply that the technologies identified are the only ones available in the markeplace.
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