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For decades, biometric technologies were primarily used in law enforcement applications. Currently, they are required in many public and private sector applications worldwide to authenticate a person’s identity, secure national borders and restrict access to secure sites including buildings and computer networks. Biometric technologies are found in identification cards and loyalty programs, associated with the management of welfare programs. Diverse environments such as amusement parks, banks, mobile devices, passport programs and driver’s licenses, colleges and school lunch programs are already using biometric technologies for these personal authentication and identification applications. International biometric standards support the mass market adoption of biometric technologies by helping customers achieve higher levels of security and interoperability in personal authentication and identification applications using biometric-based open systems solutions. Large worldwide organizations such as the International Civil Aviation Organization (ICAO) and the International Labour Office of the United Nations (for the Seafarers Identification Credential program) have already adopted some of the standards developed by JTC 1/SC 37. Customer adoption of biometric standards was previously reported in the September 2005 issue of ISO Focus (Volume 2, N0. 9), “Biometrics: global challenges and customer needs”.

JTC 1/SC 37 is approaching the completion of the “first generation” of international biometric data interchange format standards. These projects address standardization of data interchange standard formats for a number of biometric modalities including finger minutiae, finger pattern spectral and skeletal technologies, finger image data, face image data, iris image data, signature/sign time series and processed data, vascular image data and hand geometry silhouette data. Four of these standards were approved and published as ISO/IEC standards during the last year. The accompanying graph (1) provides a brief description of these published standards. In addition, three key interface standards have reached Final Draft International Standards (FDIS) status and, at the time of this writing, are undergoing FDIS ballot and may be approved and published early this year: 

· FDIS 19794-1, BioAPI- Biometric Application Programming Interface – Part 1: BioAPI Specification

· FDIS 19795-1, Common Biometric Exchange Formats Framework (CBEFF) – Part 1 – Data Element Specification

· FDIS 19795-2, Biometric Exchange Formats Framework (CBEFF) – Part 2, Procedures for the Operation of the Biometric Registration Authority. 

Other standards under development reached FDIS status during last year including:

· FDIS 19794-1, Biometric Data Interchange Formats - Part 1: Framework
· FDIS 19794-3, Biometric Data Interchange Format – Part 3: Finger Pattern Spectral Data
· FDIS 19795-1, Biometric Performance Testing and Reporting - Part 1: Principles and Framework. 
Other parts of the Biometric Performance Testing and Reporting multi-part standard are: Part 2: Testing Methodologies for Technology and Scenario Evaluation, Part 3:  Modality-Specific Testing, Part 4: Performance and Interoperability Testing of Data Formats and - Part 5: Performance of Biometric Access Control Systems. Three parts of this multi-part standard should be completed this year. The September 2005 ISO Focus article mentioned above details these and other standards, including Biometric Application Profiles under development, a BioAPI Conformance Testing Methodology standard and JTC 1/SC 37’s contributions to Cross Jurisdictional and Societal Aspects of Implementations of Biometric Technologies.

Technology Innovations and Standards

New trends, industry initiatives and technology innovations in Information and Communication Technologies (ICT) present challenges to open systems standards development bodies. JTC 1/SC 37 is rising to these challenges by examining innovations in biometrics technologies and authentication systems and by working to support new customers’ needs. While JTC 1/JTC 1/SC 37 completes its first generation of biometric standards, the Subcommittee is concurrently considering new projects to complement and enhance functionality of the existing standards and to meet these new users requirements. Although this article does not include an exhaustive overview of these approaches, a few examples are provided below. JTC 1/SC 37 Standing Document 1 (SD1), available on the JTC 1/SC 37 web site(1) provides detailed information on JTC 1/SC 37’s Programme of Work. 

(1) www.jtc1.org (select SC37 – Biometrics)

BioAPI-related standards 

JTC 1/SC 37 is approaching the development of BioAPI-related standards to meet new industry and customers’ needs. An ongoing amendment to the BioAPI standard specifies a BioAPI Graphical User Interface (GUI) functionality to enable an application to control the display of graphics at enrollment, verification and identification, as an alternative to using the GUI provided by Biometric Service Providers (BSPs). JTC 1/SC 37 is developing a new part of the BioAPI standard to specify a Biometric Archive Function Provider Interface. This standard would allow any third party to create archive Biometric Function Providers for the storage and management of BioAPI Biometric Information Records. An associated standard to the BioAPI specification also under development is the BioAPI Interworking Protocol. This standard specifies the syntax, semantics and encoding of a set of messages that enables a BioAPI conforming application to request biometric operations in BioAPI conforming BSPs across node or process boundaries, and to be notified of events originating in those remote BSPs. JTC 1/SC 37 is also considering the development of a BioAPI “Lite” standard. This standard would target the embedded systems environment where microcontrollers are used in a more restrictive environment and general computer resources are not typically present (e.g., PDAs and mobile phones). Functionality, environments, requirements and target scenarios and cases for the interface are currently under discussion.

3D (three dimensional) face image data interchange format 

Another ongoing effort in support of technology innovation is an amendment to ISO/IEC 19794-5:2005 Information technology -- Biometric data interchange formats - Part 5: Face image data. The amendment of the base standard is to specify a 3D face image data interchange format. Several new image types are introduced in the standard that are a combination of 2D (two dimensional) facial images and associated 3D range information. Under consideration as part of the amendment are additions to the face image record format as well as ways to store range data in different representations such as a the Cartesian Coordinate System shown in the accompanying graph (2). Anthropometric Landmarks extend the facial feature model of the base standard with new points that are used in forensics and anthropology for person identification via two facial images or image and skull. The accompanying graph (3) shows the definition of the Anthropometric Landmarks under consideration in the standard. The set of points represents the craniofacial landmark points of the head and face. They can be represented as points in 3D and/or as landmarks on the 2D image. As shown in the graph some of these points have MPEG 4 counterparts (that are already part of the original standard). 

Multi-Biometrics and Biometrics Data Fusion 

JTC 1/SC 37 is addressing Multi-Biometrics and Biometrics Data Fusion. JTC 1/SC 37 is documenting current practice on multimodal and other multibiometric fusion. Biometric fusion is understood as the combination of information from several sources, originally obtained from an individual either by taking multiple samples of one biometric modality using multiple sensors, or multiple samples of multiple biometric modalities (e.g., fingerprint, iris, vein), or by taking one sample and processing it with multiple algorithms. Solutions based on multimodal or multibiometric fusion promise to lead to better degrees of performance (and could be less subject to attacks due to artifacts or mimics) than systems based on a single method. A Multi-Modal and other Multi-biometric Fusion Technical Report is under development. Because of this activity, JTC 1/SC 37 may undertake new standard projects in support of the use of these technological approaches within personal identification and authentication applications. There are several levels at which fusion can take place in multi-biometric systems. These include fusing/consolidating information at the (i) sensor level, (ii) feature level, (iii) match score level, (iv), and decision level. Levels of fusion for the case of Multi-biometric systems under consideration are shown in the accompanying graph (4). 

Conformance, interoperability, performance and quality standards

Another important area under study is the need for companion standards to the biometric data interchange format standards. An effort has been initiated to investigate and produce a high level taxonomy so that conformance, interoperability, performance and quality can be properly addressed. As a result of this effort, JTC 1/SC 37 expects that additional standards projects may be proposed to address this standardization area.

Conclusion

Biometric technologies are already used to support many national security and private sector applications worldwide. Since its establishment in June 2002, JTC 1/SC 37 has maintained an aggressive and accelerated schedule of biometric standards development. JTC 1/SC 37’s programme of work reflects the significant progress the Subcommittee has made in a relatively short period of time. Adoption of its standards by large organizations is ongoing. JTC 1/SC 37 is rising to the challenges presented by innovations in biometrics technologies and authentication systems. While it completes its first generation of biometric standards, the Subcommittee is concurrently considering new projects to complement and enhance functionality of the existing standards and is working to support technology trends and new customers’ needs. 

Graph 1 - ISO/IEC Published Standards Developed by JTC 1/SC 37 
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ISO/IEC ISO/IEC 19794-2:2005  Information technology -- Biometric data interchange formats -- Part 2: Finger minutiae data - The standard specifies a concept and data formats for representation of fingerprints using the fundamental notion of minutiae. It is generic, in that it may be applied and used in a wide range of application areas where automated fingerprint recognition is involved. It contains definitions of relevant terms, a description of how minutiae shall be determined, data formats for containing the data for both general use and for use with cards, and conformance information. Guidelines and values for matching and decision parameters are provided in an informative annex. The standard specifies the fundamental data elements used for minutiae-based representation of a fingerprint; three data formats for interchange and storage of this data: a record-based format, and normal and compact formats for use on a smart card in a match-on-card application; and optional extended data formats for including additional data such as ridge counts and core and delta location. It provides for interchange of finger minutiae data between sensing, storage and matching systems.
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ISO/IEC ISO/IEC 19794-4:2005  Information technology -- Biometric data interchange formats -- Part 4: Finger image data - The standard specifies a data record interchange format for storing, recording, and transmitting the information from one or more finger or palm image areas within an ISO/IEC 19785-1 CBEFF data structure(1). This can be used for the exchange and comparison of finger image data. It defines the content, format, and units of measurement for the exchange of finger image data that may be used in the verification or identification process of a subject. The information consists of a variety of mandatory and optional items, including scanning parameters, compressed or uncompressed images and vendor-specific information. This information is intended for interchange among organizations that rely on automated devices and systems for identification or verification purposes based on the information from finger image areas. Information compiled and formatted in accordance with the standard can be recorded on machine-readable media or may be transmitted by data communication facilities.
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ISO/IEC ISO/IEC 19794-5:2005 Information technology -- Biometric data interchange formats -- Part 5: Face image data - The standard specifies scene, photographic, digitization and format requirements for images of faces to be used in the context of both human verification and computer automated recognition. The approach to specifying scene and photographic requirements in this format is to carefully describe constraints on how a photograph should appear rather than to dictate how the photograph should be taken. The format is designed to allow for the specification of visible information discernable by an observer pertaining to the face, such as gender, pose and eye colour. The digital image format can be either ISO standard JPEG or JPEG2000. Finally, the 'best practice' appendices provide guidance on photo capture for travel documents and face recognition performance versus digital compression.
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ISO/IEC ISO/IEC 19794-6:2005 Information technology -- Biometric data interchange formats -- Part 6: Iris image data - The standard specifies two alternative image interchange formats for biometric authentication systems that utilize iris recognition. The first is based on a rectilinear image storage format that may be a raw, uncompressed array of intensity values or a compressed format such as that specified by ISO/IEC 15444 (2). The second format is based on a polar image specification that requires certain pre-processing and image segmentation steps, but produces a much more compact data structure that contains only iris information. Data that comply with either one of the iris image formats specified in ISO/IEC 19794-6:2005 are intended to be embedded in a CBEFF-compliant structure in the CBEFF Biometric Data Block (BDB) as specified in ISO/IEC 19785-1 (1).
(1) ISO/IEC FDIS 19785-1.2 Information technology -- Common Biometric Exchange Formats Framework -- Part 1: Data element specification

(2) (2) ISO/IEC 15444 Information technology -- JPEG 2000 image coding system
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Graph 4 – Levels of fusion for a multimodal system 
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Graph 3 - Anthropometric Landmarks with (red) and without (blue) MPEG4 counterparts





The Canonical Anthropometric Cartesian Coordinate System








Graph 2 -  Coordinate Systems Specified in the Proposed Amendment to the  Face Image Data Interchange Format ISO/IEC 19794-5
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