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technology, will ensure harmonization of

selected protocols with GSC-IS. Finally, close

collaboration with the FICC will continue to

ensure synchronization of policy, standardiza-

tion and technical activities of the Federal

community.

http://smartcard.nist.gov/

Contacts: Mr. James Dray, technical lead

(301) 975-3356

james.dray@nist.gov

Ms. Teresa Schwarzhoff, ANSI/INCITS and ISO Chair,

standards lead

(301) 975-5727

teresa.schwarzhoff@nist.gov

GOVERNMENT-WIDE

PERSONAL IDENTITY

VERIFICATION

Authentication of an individualÕs identity is a

fundamental component of physical and

logical access control processes.When individuals

attempt to access security-sensitive buildings,

computer systems, or data, an access control

decision must be made. An accurate determina-

tion of identity is an important component in

making sound access control decisions.

A wide range of mechanisms is employed to

authenticate identity, leveraging many different

classes of identification identity credentials. For

physical access, individual identity has tradition-

ally been authenticated by use of paper creden-

tials, such as driverÕs licenses and badges. Access

to computers and data has traditionally been

authenticated through user-selected passwords.

More recently, cryptographic mechanisms and

biometric techniques have been applied to

physical and computer security, replacing or

supplementing the traditional credentials. The

strength of the authentication that is achieved

varies, depending upon the type of credential, the

process used to issue the credential and the

authentication mechanism used to validate the

credential.

HSPD-12, signed by the President on August 27,

2004, established the requirements for a common

standard for identification issued by Federal

departments and agencies to Federal employees

and contractors (including contractor employees)

for gaining physical access to Federally-controlled

facilities and logical access to Federally-

controlled information systems. HSPD-12

addressed the wide variations in the quality and

security of forms of identification used to gain

access to secure Federal and other facilities where

there is potential for terrorist attacks. Limiting

these variations will enhance security, increase

Government efficiency, reduce identity fraud and

protect personal privacy by establishing a manda-

tory, Government-wide standard for secure and

reliable forms of identification issued by the

Federal government to its employees and

contractors (including contractor employees).

In accordance with HSPD-12, CSD has begun

work on Federal Information Processing Standard

(FIPS) 201,Personal Identity Verification (PIV)

for Federal Employees and Contractors. FIPS

201 will be signed by the Secretary of Commerce

by February 25, 2005, in order to comply with the

deadlines set out in HSPD-12.

This standard will define the technical require-

ments for an identity credential that will be:

Issued based on sound criteria for verifying

an individual employeeÕs identity

Resistant to identity fraud, tampering, coun-

terfeiting and terrorist exploitation

Rapidly authenticated electronically

Issued only by providers whose reliability

has been established by an official accredi-

tation process

Applicable to all government organizations

and contractors

Used to grant access to Federally-controlled

facilities and information systems

Flexible enough for agencies to select the

appropriate security level for each applica-

tion by providing graduated criteria from

least secure to most secure

Not applicable to identification associated

with national security systems

Implemented in a manner that protects

citizensÕ privacy

The FIPS 201 standard will establish requirements

for the following processes and the supporting

infrastructure:

Identity Token (ID card) Application by

Person Ñ this establishes the requirements

for an application for the standardized iden-

tification.

Identity Source Document Request by

Organization Ð every Federal organization is

different but its security needs can be

grouped into one of four assurance levels.

Depending on which assurance level is

needed, a given agency will require specific

forms of documentation in order to verify

the identity of the potential grantee of the

ID Card.

Identity Registration and ID Card Issuance

by Issuer Ð after a personÕs legal identity has

been authenticated that person needs to be

registered with the PIV system and that

personÕs card needs to be issued. The PIV

standard provides specifications for this

process.

Access Control (Determined by resource

owner) Ð this refers to how users are

granted access to Federal resources. The

government agencies (resource owner) will

determine if the person is granted access

based on the security level of the card and

the sensitivity level of the resource that is

being accessed.
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Life Cycle Management Ð the information

associated with a userÕs identity is subject to

change Ð the user may change employers,

gain new security clearances, leave an

agency, or any one of a host of possibilities.

This framework will recommend guidelines

for managing these changes through the life

cycle of both the card and the associated

cardholder.

Upon completion of the FIPS 201 standard, CSD

will begin Phases II and III of the PIV project.

Under Phase II, we will provide additional specifi-

cations for the issuer software and implementa-

tion guidance for interoperability among govern-

ment agencies. The consequences of not accom-

plishing activities of Phase II will result in lack of

early operational interoperability due to varying

implementations of the standard. Also, the proper

authorities will be unable to validate initial imple-

mentations due to the absence of conformance

criteria and tests. For some agencies, lack of

Phase II support may result in delayed implemen-

tation of the FIPS 201 standard.

Upon completion of Phase II activities, CSD will

begin Phase III of the PIV project. Phase III will

entail maintenance support activities such as

implementation guidance, reference implementa-

tion and conformance testing. Failure to accom-

plish activities of Phase III may result in break-

down of interoperability among Federal govern-

ment identity verification systems. Also, the

proper authorities will be unable to validate

implementations and upgrades due to the

absence of conformance criteria and tests.

Agencies may potentially fail to maintain security

of their systems due to lack of the standard at

other agencies. Some incompatibilities will also

arise in Federal implementation of additional

applications if the base system is not strong.

http://csrc.nist.gov/piv-project/

Contacts: Mr. Wm. Curt Barker

(301) 975-8443

william.barker@nist.gov

MOBILE AD HOC NETWORK

SECURITY

Ad hoc networks are well suited for sensor

networks comprised of small wireless elec-

tronic devices that can measure and monitor

events and physical properties such as tempera-

ture, movement, pressure and location. These

sensors can be used to provide visual and audio

feedback in environments not easily accessible

by humans. Inexpensive wireless sensors can be

used to monitor bridges, factories, highways and

buildings, for example, to help improve public

safety. Mobile handheld devices such as

personal digital assistants (PDAs) and laptops

can be used by first responders and by today's

emerging mobile workforce to easily and quickly

set up networks to communicate with their

peers.The goal of this research is to develop and

test security mechanisms that support secure

routing, communication and intrusion detection

within small-scale wireless mobile ad-hoc

networks (MANET).
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ICAT

The ICAT Metabase is a NIST-maintained

searchable index of computer vulnerabilities.

ICAT provides users with links to a variety of

publicly available vulnerability databases and

patch sites, thus enabling one to find and fix the

vulnerabilities existing on their systems more

easily. ICAT allows users to search at a fine gran-

ularity, a feature unavailable with most vulnera-

bility databases, by characterizing each vulnera-

bility using over 21 attributes, including software

name and version number. ICAT indexes the infor-

mation available in Computer Emergency

Response Team (CERT) advisories, Internet

Security Systems X-Force (ISS X-Force), Security

Focus, NTBugtraq, Bugtraq and a variety of vendor

security and patch bulletins. This system comple-

ments publicly available vulnerability databases

as a search engine with pointers for users to other

sites. ICAT uses, and is completely based on, the

industry standard Common Vulnerabilities and

Exposures (CVE) naming standard.

Many different types of people use ICAT for a

variety of purposes. System administrators and

computer security officers use ICAT to identify the

known vulnerabilities (and patch information)

associated with the software on critical systems.

Law enforcement can use ICAT in forensics activi-

ties to determine the set of possible vulnerabilities

that a hacker might have used to penetrate a

system. Computer security researchers use ICAT to

identify sets of vulnerabilities that have particular

characteristics of interest. Auditors can use ICAT

to check to see if particular vulnerabilities have

been patched in audited systems.

The last year included a substantial amount of

updating and use of ICAT. Over 800 new vulner-

abilities were added to the database. The ICAT

Web site was highly utilized, totaling some 1.54

million hits.

Work on ICAT over the next year will focus largely

on updating and improving an already successful

project. We will continue analysis of feedback

from users, using this feedback to improve the

Web site. We plan on improving the frequency of

the database updates, as well as improving the

administrator interface. Finally, we plan to

continue updating the vulnerability listings within

the database.

http://icat.nist.gov/

Contact: Mr. Peter Mell

(301) 975-5572

mell@nist.gov

AUTHORIZATION

MANAGEMENT AND

ADVANCED ACCESS 

CONTROL MODELS

Access control is the administrative and auto-

mated process of defining and limiting

which system users can perform which system

operations on which system resources. These

limitations are based on business rules or policies

of a specific host organization. The ability to

enforce policy can be of great economic and

mission importance to an organization. Although

often specified in terms of protection, the ability

of an organization to enforce policy enables the

sharing of greater volumes of data and resources

to a greater and more diverse user community.

Access control policies are enforced through a

mechanism consisting of access control functions

and access control data that together map a

userÕs access request to a decision whether to

grant or deny access.

Today access control mechanisms come in a wide

variety of forms, each with distinct policy advan-

tages and disadvantages. Although each may

meet specific access needs, the resulting tech-

nology has disappointed the marketplace. This is

due to the reality that a given access control

mechanism may meet the policy requirements

within a particular market domain, while being

completely inappropriate in another. The reality is

that access control policies can be as diverse as

the business applications that need to enforce

them. This rigidity creates a problem when the

protection required of an application/organiza-

tion/agency is different from the policy(ies) built

into the mechanism at hand.This problem is exas-

perated when there is a mission need to share

and coordinate information among operational

units.

The ability of an organization to enforce its access

control policies directly impacts its ability to

execute its mission Ð by determining the degree

to which its volumes of resources may be

protected and shared among its user community.

Whether in regard to the GovernmentÕs war on

terror or a companyÕs formation of a strategic

partnership, the focus on sharing information is

becoming increasingly acute. Unfortunately, when

it comes to access control mechanisms, one size

does not fit all.

At the request and support of the Department of

Homeland Security (DHS), CSD has initiated a

project in pursuit of a standardized access control

mechanism that is general enough to configure

and enforce any attribute-based access control

policy, referred to as the Policy Machine (PM). A

core feature is the PMÕs ability to configure and

enforce arbitrary attribute-based access control

policies and its ability to protect resources under

multiple instances of these policies. It is not our

intent to devise a completely new access control

mechanism, but instead to redefine, implement

and transfer to industry an access control mecha-

nism that we believe includes abstractions, prop-

erties and functions common to most if not all

access control mechanisms.

If successful, we believe that the PM will benefit

organizations in a number of ways including:

Increased user productivity through the

increased sharing of resources

Decreased insider crime through the ability

to enforce organization-specific access

control policies
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Protocol (SIP). Although SIP seems to be gaining

in popularity, neither of these protocols has

become dominant in the market yet, so it often

makes sense to incorporate components that can

support both.

With the introduction of VoIP, the need for

security is compounded because now we must

protect two invaluable assets Ð our data and our

voice. Federal government agencies are required

by law to protect a great deal of information,

even if it is unclassified. Both privacy-sensitive

and financial data must be protected, as well as

other government information that is categorized

as sensitive-but-unclassified. Protecting the

security of conversations is thus required. In a

conventional office telephone system, inter-

cepting conversations requires physical access to

telephone lines or compromise of the office

private branch exchange (PBX). Only particularly

security-sensitive organizations bother to encrypt

voice traffic over traditional telephone lines. The

same cannot be said for Internet-based connec-

tions. For example, when ordering merchandise

over the phone, most people will read their credit

card number to the person on the other end. The

numbers are transmitted without encryption to

the seller. In contrast, the risk of sending unen-

crypted data across the Internet is more signifi-

cant. Packets sent from a userÕs home computer

to an online retailer may pass through 15 to 20

systems that are not under the control of the

userÕs ISP or the retailer. Anyone with access to

these systems could install software that scans

packets for credit card information. For this

reason, online retailers use encryption software to

protect a userÕs information and credit card

number. So it stands to reason that if we are to

transmit voice over the Internet Protocol, and

specifically across the Internet, similar security

measures must be applied.

The current Internet architecture does not provide

the same physical wire security as the phone lines.

The key to securing VoIP is to use the security

mechanisms like those deployed in data networks

(firewalls, encryption, etc.) to emulate the security

level currently enjoyed by PSTN network users.

VoIP can be done securely, but the path is not

smooth. It will likely be several years before stan-

dards issues are settled and VoIP systems become

a mainstream commodity. Until then, organiza-

tions must proceed cautiously and not assume

that VoIP components are just more peripherals

for the local network. Above all, it is important to

keep in mind the unique requirements of VoIP,

acquiring the right hardware and software to

meet the challenges of VoIP security.

During the past year, the CSD has considered the

security implications of VoIP and worked to

produce guidance for Federal agencies to use

when developing and deploying VoIP systems.

Special Publication (SP) 800-58,Security

Considerations for Voice Over IP Systems, was

released as a draft for public comment in May

2004. This publication investigates the attacks

and defenses relevant to VoIP and explores ways

to provide appropriate levels of security for VoIP

networks at reasonable cost. The document is due

to be finalized in early 2005.

Contact: Mr. Rick Kuhn

(301) 975-3337

kuhn@nist.gov

REFERENCE IMPLEMENTATIONS

FOR AUTOMATED TEST

GENERATION TOOLKIT

The automated test generation framework

and the associated toolkit were originally

applied to develop executable test code for

testing the security functions of a commercial

database management system (DBMS) product.

The test generation framework makes use of

formal verification models to generate test

vectors. It has been found that test vectors gener-

ated using this approach provide adequate path

coverage as well as traceability of tests to func-

tional requirements. It was also found that this

approach could be used to generate confor-

mance tests for other types of functional require-

ments such as the Interoperability requirements.

Based on the above findings, the automated test

generation toolkit was utilized to generate

conformance tests for testing the interoperability

functions of Government Smart Card

Interoperability Specification (GSC-IS v2.1). The

motivation behind the reference implementation

was to determine the feasibility of using the

automated test generation toolkit for testing

products with complex interfaces as well as to

augment tests generated using other

approaches. The formal verification model of the

23 interoperability functions between client

application and Smart Card middleware resulted

in 419 requirement threads and 390 test vectors.

These test vectors together with the verification

model and middleware access environmental

information were used in a test code generator

to generate executable Java code containing 390

tests.

We plan to apply this methodology to generate

conformance tests for testing all the interface

requirements for Smart Cards to be used across

the Federal government for Personal Identity

Verification. These interface requirements are

specified in SP 800-73,Integrated Circuit Card

for Personal Identity Verification.

Contact: Dr. Ramaswamy Chandramouli

(301) 975-5013

chandramouli@nist.gov

QUANTUM CRYPTOGRAPHY

AND INFORMATION SYSTEMS

Quantum mechanics, the strange behavior of

matter on the atomic scale, provides entirely

new and uniquely powerful tools for computing

and communications. This field could revolu-

tionize many aspects of computing and secure
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communications, and could have enormous

impacts on homeland security. Whereas current

computers calculate linearly, quantum computers

will be able to calculate enormous number of

variables simultaneously. This capability is partic-

ularly useful in modeling complex situations with

many variables (weather modeling, for example)

and in solving extremely difficult equations

(processing tasks that would literally take billions

of years on conventional computers).

Exploiting quantum properties would be particu-

larly valuable in cryptography, making codes that

would be unbreakable by the best supercom-

puters of tomorrow or breaking codes in nano-

seconds that could not be cracked in millions of

years by the most powerful binary computers.

Quantum information also can be used for

remarkably secure communications. In this

particular area, we are partnering closely with the

Defense Advanced Research Projects Agency

(DARPA).

Quantum cryptography is a set of methods for

implementing cryptographic functions using the

properties of quantum mechanics. Most research

in quantum cryptography is directed toward

generating a shared key between two parties, a

process known as quantum key distribution

(QKD). The shared keys may be used directly as

keys for a conventional symmetric cryptographic

algorithm, or as a one-time pad. A variety of

protocols have been developed for quantum key

distribution. However, they share two key

features: 1) the idealized version of the protocol

prevents an eavesdropper from obtaining enough

information to intercept messages encoded by

using the shared key as a one-time pad; 2) the

communicating parties can detect the presence of

an eavesdropper because measuring the particles

used in key distribution will introduce a signifi-

cant error rate.

The most common type of quantum key distribu-

tion uses a scheme developed by Bennett and

Brassard (known as BB84), in which polarized

photons are sent between the communicating

parties and used to develop the shared key. The

BB84 protocol has been studied extensively and

shown to be secure if implementations preserve

assumptions regarding physical properties of the

system. Many varieties of the BB84 scheme have

been developed and other forms of quantum key

distribution have been proposed as well.

Quantum cryptography offers the potential for

stronger security, but as with any information

technology, QKD must be designed and imple-

mented properly to provide benefits promised.

While often described in the popular literature as

Òunbreakable,Ó quantum key distribution systems

may be subject to a number of attacks, depending

on the implementation and the protocol.

Vulnerabilities may be introduced in the physical

systems, quantum protocols and the application

software and operating systems used to process

keys. Existing QKD systems are not able to guar-

antee the production and receipt of a single

photon per time slice, as required by most
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authentication of DNS data, (b) data integrity

and (c) authenticated denial of existence.

DNSSEC was designed to protect the Internet

from certain attacks.

We are developing public specifications to secure

the Internet naming infrastructure through our

DNSSEC project. ITL leads the Internet

Engineering Task Force (IETF) DNSSEC editorsÕ

team in the completion and progression of all

core DNSSEC specifications. We also work with

industry and the Department of Homeland

Security to expedite the deployment of these new

standards.

In 2004, NIST achieved several significant mile-

stones towards its goal of expediting commercial

standards and test and measurement tools for

DNSSEC. In addition to leading the IETF DNSSEC

editorsÕ team, we actively participated in the U.S.

government DNSSEC Deployment team. We initi-

ated efforts to develop operational plans for the

secure operation of .gov and subordinate

domains. An initial prototype of the Secure Zone

Integrity Tester (SZIT) was completed and put

online for diagnosing configuration and opera-

tion errors in operational DNSSEC-enabled

servers. A NIST Special Publication (SP) 800

Series document,Secure Domain Name

System Deployment Guide, was drafted and is

being completed by the DNSSEC team. This

draft guidance document defines the DNS

security problem space, outlines best current

practices for securing DNS operations and

provides deployment guidance for DNSSEC tech-

nologies. Development of an open DNSSEC

benchmark framework consisting of measured

and cataloged data sets, standard reference

models and test scenarios, open source bench-

mark tools and agreed upon metrics was begun.

Development of a DNS zone anonymizer and

statistical analysis tools was completed. We

collected and statistically analyzed over 2000

DNS zones, developed clustering techniques to

facilitate cataloging of zone models and began

development of DNS traffic analysis tools.

The focus of our 2005 activities will be to

continue the development of the DNSSEC bench-

mark framework, to prototype and put online

persistent DNSSEC monitoring tools, to publish

and promote the SP 800 guidance document and

to lead the development of operational plans for

securing the .govdomain.

Contact: Dr. Ramaswamy Chandramouli

(301) 975-5013

chandramouli@nist.gov

BORDER GATEWAY PROTOCOL

The Border Gateway Protocol (BGP) is an

inter-autonomous system routing protocol.

An autonomous system is a network or group of

networks under a common administration and

with common routing policies. BGP is used to

exchange routing information for the Internet

and is the protocol used between Internet

service providers (ISP). Previously there was a

lack of awareness and knowledge in the IT

sector of the potential threats, risks, mitigation

techniques and their cost.

The BGP project was kicked off in February

2004. The project aims to help the industry

understand the potential risks to inter-domain

routing and the design and implementation

trade-offs of the various BGP security mecha-

nisms currently proposed in the IETF community.

The project also seeks to expedite convergence

towards standardized, implemented and

deployed BGP security solutions.

NIST project efforts were directed during the

past year to focus on characterizing the problem

and design space for BGP security technologies.

Our subsequent work has focused primarily on

two activities Ð large-scale simulation modeling


