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technology, will ensure harmonization oHSPD-12, signed by the President on August 2% Flexible enough for agencies to select the
selected protocols with GSC-IS. Finally, cldx@04, established the requirements for a common appropriate security level for each applica-

collaboration with the FICC will continue tstandard for identification issued by Federal
ensure synchronization of policy, standardizéepartments and agencies to Federal employees
tion and technical activities of the Federand contractors (including contractor employees)

community. for gaining physical access to Federally-controlle®

facilities and logical access to Federally-
HSPD-12

addressed the wide variations in the quality and®

http://smartcard.nist.gov/

Contacts: Mr. James Dray, technical lead
(301) 975-3356

james.dray@nist.gov

controlled information systems.

security of forms of identification used to gain

access to secure Federal and other facilities where
'gl'he FIPS 201 standard will establish requirements

fg)é the following processes and the supporting

Ms. Teresa Schwarzhoff, ANSI/INCITS and 1SO chdfiere is potential for terrorist attacks. Limitin

standards lead these variations will enhance security, increa:

(301) 975-5727

RS (DS e protect personal privacy by establishing a manda-

tory, Government-wide standard for secure and®

reliable forms of identification issued by the
GOVERNMENT-WIDE

PERSONAL IDENTITY
VERIFICATION

Federal government to its employees and
contractors (including contractor employees).

In accordance with HSPD-12, CSD has begu%

uthentication of an individualOs identity iswaork on Federal Information Processing Standard
Afundamental component of physical angFIPS) 20Rersonal Identity Verification (PIV)
logical access control processes. When individu@als Federal Employees and ContractorR$PS
attempt to access security-sensitive building®1 will be signed by the Secretary of Commerce
computer systems, or data, an access contty February 25, 2005, in order to comply with the
decision must be made. An accurate determirdeadlines set out in HSPD-12.
tion of identity is an important component in
making sound access control decisions. This standard will define the technical require-
ments for an identity credential that will be:
A wide range of mechanisms is employed to
authenticate identity, leveraging many different ¢ Issued based on sound criteria for verifying
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classes of identification identity credentials. For an individual employeeOs identity
physical access, individual identity has tradition-
ally been authenticated by use of paper creden® Resistant to identity fraud, tampering, coun-
tials, such as driverOs licenses and badges. Accesderfeiting and terrorist exploitation
to computers and data has traditionally been ) ] )
4 Rapidly authenticated electronically

authenticated through user-selected passwords.
2

More: recently, cryptographic mechanisms and’ Issued only by providers whose reliability

biometric techniques have been applied to
physical and computer security, replacing or

has been established by an official accredi-

tation process
supplementing the traditional credentials. The

strength of the authentication that is achieved & Applicable to all government organizations
varies, depending upon the type of credential, the and contractors

process used to issue the credential and the

authentication mechanism used to validate the® Used to grant access to Federally-controlled

credential. facilities and information systems

23]

tion by providing graduated criteria from
least secure to most secure

Not applicable to identification associated
with national security systems

Implemented in a manner that protects
citizensO privacy

Government efficiency, reduce identity fraud aMrastructure:

Identity Token (ID card) Application by
Person N this establishes the requirements
for an application for the standardized iden-
tification.

Identity Source Document Request by
Organization  every Federal organization is
different but its security needs can be
grouped into one of four assurance levels.
Depending on which assurance level is
needed, a given agency will require specific
forms of documentation in order to verify
the identity of the potential grantee of the
ID Card.

Identity Registration and ID Card Issuance
by Issuer D after a personOs legal identity has
been authenticated that person needs to be
registered with the PIV system and that
personOs card needs to be issued. The PIV
standard provides specifications for this
process.

Access Control (Determined by resource
owner) B this refers to how users are

granted access to Federal resources. The
government agencies (resource owner) will
determine if the person is granted access
based on the security level of the card and

the sensitivity level of the resource that is

being accessed.















